SAN FRANCISCO BAY AREA RAPID TRANSIT DISTRICT
300 Lakeside Drive, P. O. Box 12688, Oakland, CA 94604-2688

NOTICE OF MEETING AND AGENDA
TECHNOLOGY AND COMMUNICATIONS COMMITTEE

December 21, 2016
1:45 p.m.

COMMITTEE MEMBERS: Directors Josefowitz (Chairperson), Keller, and Saltzman

Chairperson Josefowitz has called a Meeting of the Technology and Communications Committee
on Wednesday, December 21, 2016, at 1:45 p.m. The meeting will be held in Conference
Room 2300, 300 Lakeside Drive, 23" Floor, Oakland, California.

AGENDA
1. Call to Order.

2. Privacy and Surveillance Policy Status Report. For discussion.
3. Next Steps

4. Adjournment.

Please refrain from wearing scented products (perfume, cologne, after-shave, etc.) to this meeting,
as there may be people in attendance susceptible to environmental illnesses.

BART provides services/accommodations upon request to persons with disabilities and individuals
who are limited English proficient who wish to address BART Board matters. A request must be
made within one and five days in advance of a Board or committee meeting, depending on the
service requested. Please contact the District Secretary’s Office at (510) 464-6083 for information.




Whereas, the San Francisco Bay Area Rapid Transit District (BART) Board of Directors has
invested heavily in maintaining a safe and secure transportation system hardened against terrorist
sabotage, vandalism and theft; and

Whereas, the Board of Directors has and continues to believe that the safety and security of the
BART system requires the maintenance and support of every technology available to maintain
public safety and system secunty, and

Whereas, the Board recognizes that there is a point at which technological resources may be
viewed to restrict or limit the reasonable expectation of privacy of the riding public, and
Whereas, the Board wishes to harmonize these competing interests in a manner that permits
public discourse and discussion about the decision-making pr of adding new technologies
for safety and security into the BART transit system; and
Whereas, the Board of Directors recognizes that surveillgnug
be judiciously balanced with the need to reasonably prg _.
privacy, free expression and public assembly in areas d€s gnate
Whereas, the Board of Directors finds that proper transparency, o
fundamental to minimizing the mitigatable risks to the afore-mentiond
surveillance technologies, and '
Whereas, the Board of Directors finds it essential to have an informed publ
whether to adopt additional surveil technology to that already utilized wi
and
Whereas, the existing infrastructure o
BART transportation system is extensivg
exempt from further review to limit the o
policy; and

Whereas, the Board of D1rect0rs finds it des
reasonable expectations of privacy and freedo
need to preserve public peace and safety, and t
surveillance technology is deployed.

Whereas, the Board of Directors finds that if either surveillance technology is approved for
use or existing technology is used in a materially different manner or for a materially different
purpose in places where the public enjoys a reasonable expectation of privacy or a right to
expressive activities and public assembly, there must be clear internal policies and procedures to
ensure that reasonable safeguards are being followed and that the surveillance technology’s
benefits outweigh its costs.

NOW, THEREFORE, BE IT RESOLVED that the Board of Directors of the San Francisco Bay
Area Rapid Transit District adopts the following Policy:

chnology in public areas should
ized civil liberties, including
adpublic fora; and

‘éisight and accountability are
ivil liberties posed by

iscourse about
he District,

ce technology already employed within the
¢ grandfathered in as a "baseline” and be
asonably burdensome cost of the proposed

) [alkls be in place to protect
peech and dSsembly, duly balanced against a
Wress exigent circumstances before any new

.

Section 1. Title
This Policy shall be known as the Surveillance & Community Safety Policy

Section 2. Board of Directors Review

D The BART District will obtain Board of Directors approval at a properly-noticed public
meeting prior to any of the following:

a) Accepting funds for new surveillance technology, including but not limited to applying
for a grant or soliciting or accepting state or federal funds or in-kind or other donations when the
timetable for such review does not otherwise jeopardize the District's access to such funding;
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i. If it is determined that the timetable for accepting surveillance technology funding is not
compatible with the reporting obligations of this policy, the General Manager is authorized to
accept funds after providing a justification letter to the Members of the Board at least five
calendar days prior to the deadline for accepting the relevant funding.

b) Acquiring new surveillance technology , including but not limited to procuring such
technology without the exchange of monies or consideration, except for those occasions when a
specific type of technology is being evaluated for a trial period not to exceed 30 calendar days
(with 30 ealendar days being the combined limit for this type of technology from one or a
combination of multiple vendors), and with the expressed approval of the BART General
Manager;

c) Using new sutveillance technology, or using existing surveillance technology for a
purpose, in a manner or in a matetially different type of location not previously approved by the
Board of Directors; or

d) Entering into a written agreement or mem
District entity to acquire, share or otherwise use g
provides unless such information is provided b
phone application associated with that specifi
2) The BART District will obtain Board of
applicable for newly acquired technologies in any o
(d). In addition, the BART Police Department, separat
District, will obtain approval of a BART Police Surveilla
surveillance technologies used by the BART Police, whether'y
established "baseline" (dat of pohcy adoption) or prior to that
the activities describedds

dum of understanding with a non-BART

Hlance technology or the information it

of BART Watch or any successor smart

ware.
& oyal of a Surveillance Use Policy

es described in subsection (1)(b)-

art from the rest of the BART

se Policy applicable to all

y acquired from the

%, before engaging in any of

1 The BART Dist ng approval under Section 2 shall submit to the Board of
Directors a Surveillance I a proposed Surveillance Use Policy at least forty-five
(45) days prior to the public gval will be requested.

2) The Board of Directors shg] ¢, in print and online, the Surveillance Impact
Report and proposed Surveillance 011cy at least thirty (30) days prior to the public meeting,
unless such information has been dete d Security Sensitive Information or Sensitive

Security Information (SSI) by the Distric®8¥Manager of Security Programs.

3) "Security Sensitive Information” or "SSI" means District Drawings, Specifications, and
related Record Drawings, Reports and Studies together with all attached documents, including
specifications, drawings, photographs, plans, designs, and data (including electronic data)
concerning certain District facilities that are stamped or otherwise denoted by the District as
"SSI". SSI also includes information derived from access that the District provides to the
recipient to view, observe, and inspect District facilities that are not open to and not accessible to
the public (herein referred to as "Restricted Areas'), and any and all sketches, notes, and
narratives taken or prepared by the recipient in regard to Restricted Areas. These "certain
District facilities" include the Transbay Tube, the Operations Control Center and any security
projects funded by the Federal government.

4) "Sensitive Security Information" or "SSI" as used herein is defined at 49 CFR 1520.5.
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Section 4. Determination by Board of Directors that Benefits Qutweigh Costs and Concerns
The Board of Directors shall approve any action described in Section 2, subsection (1) of this
policy only after making a determination that the benefits to the community of the new
surveillance technology outweigh the costs and the proposal will reasonably safeguard civil
liberties and civil rights.

Section 5. Compliance for Existing Surveillance Technology

1) Each BART District entity possessing or using surveillance technology prior to the
effective date of this policy shall submit a proposed Surveillance Use Policy no later than one
hundred eighty (180) days following the effective date of this pglicy for review and approval by
Board of Directors. The Board of Directors may grant exteng 0 this requirement. If such an
extension is granted, a status report must be prepared an litted to the Board of Directors at
a public meeting no later than ninety (90) days from th aid extension. While the
Surveillance Use Policy shall reference and be inclusive: peics in public places deemed
SSI (both Security Sensitive Information and Sensitive Security Inffination), such references
may be made in a manner that is informative but that will not underni@@ythe District's legitimate
security interests. Older technologies (such as obsolete video cameras) tHghh
for more than ten (10) years but have not been removed from public places*iidy, be granted an

1) Any BART District entity whic oval fdr the use of new surveillance
technology must submit a Surveillance
the Board of Directors within twelve (12) 1 : Directors approval and annually

technol§ i i : emed SSI (both Security Sensitive Information and Sensitive
i) nces may be made in a manner that will not undermine the
ests. Older technologies (such as obsolete video cameras) that
(10) years but have not been removed from public places
eing addressed in the Surveillance Use Policy by the Board

have been in plagg
may be granted a
of Directors.
2) Based upon infor? rovided in the Surveillance Report, the Board of Directors shall
determine whether the benetits to the community of the surveillance technology outweigh the
costs and civil liberties and civil rights are safeguarded. If the benefits do not outweigh the costs
or civil rights and civil libetties are not safeguarded, the Board of Directors shall direct that use
of the surveillance technology cease and/or require modifications to the Surveillance Use Policy
that will resolve the above concerns.

3) No later than April 15 of each year, the Board of Directors shall hold a pubhc meeting
and publicly reléase in print and online a repott that includes, for the prior year:

a.. A summary of all requests, except those deemed SSI or otherwise subject to
confidentiality or safety concerns, for Board of Directors approval pursuant to Section 2 or

PERSONAL 78847.1





Section 5, including whether the Board of Directors approved or rejected the proposal and/or
required changes to a proposed Surveillance Use Policy before approval; and

b. All Surveillance Reports, except those deemed SSI as defined above for "Security
Sensitive Information" and Sensitive Security Information, submitted.

Section 7. Definitions :
The following definitions apply to this policy:

1) . “Surveillance Report” means a written report concerning a specific surveillance
technology that includes all of the following:
a. A reasonably specific description of how the surveillanggtechnology was used;

b. = Whether and how often data acquired through the usg
shared with outside entities, the name of any recipient enjj
what legal standard(s) the information was disclosed

¢ surveillance technology was
fe type(s) of data disclosed, under
ification for the disclosure(s);

c. A summary of community complaints or concert the BART District related
to the surveillance technology,

d. The results of any internal audits, any information about violattohg of the Surveillance
Use Policy, and any actions taken in response '

e, Information, including crime statistics, that help the community assé
surveillance technology has been effggtive at achieving its identified purposesiig
f. Statistics and information a lic records act requests related to surveillance
technology; and
g. Total annual costs for the new
ongoing cost.

2) - “BART Distri
District.
3) “Surveillance ¢
device, or similar electr
process, or share audio, e
recorded information specifica
individual

echnology, including personnel and  other

division, or unit of the BART
nic device, stem utilizing an electronic
or primarily intended to collect, retain,
hermal, olfactory, biometric or similar
iGapable of being associated with, any

y" does not include the following devices or hardware,
unless they have been equipped with, e modified to become or include, a surveillance
technology as defined in Section 7(3): (a)¥8utine office hardware, such as televisions,
computers, and printers, that is in widespread public use and will not be used for any surveillance
or law enforcement functions; (b) Parking Ticket Devices (PTDs); (¢) manually -operated, non-
wearable, handheld digital cameras, audio recorders, and video recorders that are not designated
to be used surreptitiously and whose functionality is limited to manually capturing and manually
downloading video and/or audio recordings; (d) surveillance devices that cannot record or
transmit audio or video or be remotely accessed, such as image stabilizing binoculars or night
vision googles; (¢) manually-operated technological devices used primarily for internal
municipal entity communications and are not designated to surreptitiously collect surveillance
data, such as radios and email systems; (f) municipal agency databases that do not contain any
data or other information collected, captured, recorded, retained, processed, intercepted, or
analyzed by surveillance technology; equipment designed to detect the presence of and/or
identify the source of chemical, biological, radiological, nuclear or explosive materials; portable
or fixed observations towers designed to provide an elevated viewing platform for facility

a. "Surveillance techfit
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security; video analytics for CCTV systems (this does not include facial recognition technology)
and (g) materially equivalent technologies that are substantially similar in character to the
categories listed above in not being materially threatening to the public's privacy interests in
public places.

4) “Surveillance Impact Report” means a publicly-released (unless deemed SSI) written
report including at a minimum the following: (a) information describing the surveillance
technology and how it generally works, including product descriptions from manufacturers,
unless full release of such information would provide information giving a person the ability to
disable the technology; (b) information on the proposed purpose(s) for the surveillance
technology; (c) the general location(s) it may be deployed and crime statistics for any location(s),
(d) an assessment identifying any potential impact on privacy rights and discussing any plans to
safeguard the rights of the public; and (e) the fiscal costs for the surveillance technology,
including initial purchase, personnel and other ongoing costs, and any current or potential

sources of funding.
5) "Surveillance Use Policy" means a publigl§
part) policy for use of the surveillance techngl6;
a. Purpose: The meaningfully identified @
surveillance technology is intended to advance.
b. Authorlzed Use: The meamngfully 1dent1ﬁ

feased (unless deemed SSI in whole or in
at at a minimum specifies the following:
onably described purpose(s) that the

ably described uses that are

>, and the uses that are prohibited.
c. Data Collection: The meaningfully identified or réd§8nably described information that
can be collected by the surveillance technology.

d. Data Access: The individuals (as a category) who can

period lapses, and the specific condit{ghs that must be met to retain information beyond that
period. '
g. Public Access: How collected inféfHhation can be requested by members of the public.

h. Third Party Data Sharing: If and how other BART District or non-BART District entities
can access or use the information, including any required justification or legal standard necessary
to do so and any obligations imposed on the recipient of the information.

i. Training: The training required for any individual authorized to use the surveillance
technology or o access information collecied by the surveillance technology, mcludmg any
training materials.

i Auditing and Oversight: The mechanisms to ensure that the Surveillance Use Policy is
followed, including internal personnel assigned to ensure compliance with the policy, internal
recordkeeping of the use of the technology or access to information collected by the technology,
technical measures to monitor for misuse, any independent person or entity with oversight
authority.
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6) "Exigent circumstances" means the BART Police Department's good faith belief that an
emergency involving danger or death or serious physical injury to any person requires use of the
surveillance technology or the information it provides.

Section 8. Enforcement

1) The provisions set forth in this policy of the Board of D1rect0rs are all intended to be
ministerial in nature.

2) Any perceived failure to discharge the ministerial duties imposed upon District officers or
staff herein may be addressed by way of submitting the controversy to the Board of Directors for
their intervention in a manner that accomplishes the public poligigs set forth herein.

Section 9. Categorical Exemptions from this Policy
1) Any surveillance technologies in place before, for this policy was
established may be replaced with technology with mats dme capacities and capabilities
and shall be exempt from the provisions of this policy except surveillagce technologies used by
the BART Police Department for law enforcement purposes.
a) Any replacement of surveillance technologies that enhances oRgtherwise reasonably
appears to upgrade (i.e. enhance, i improve, or expand) the capabilities of ext§lihe technologies
shall NOT be exempt from the provigions of this policy. Storage capacity incrégies to CCTV and
independent lighting improvements{@GERLED sireet lighting or improved stairwdy lighting) at a
facility shall not be regarded to be an o ent or enhancement in surveillance technologies.
2) Any surveillance technologies Oyyhed ang perated by third partles on BART facilities -

administrative/maintenance/law enforcemen
provisions of this policy.

4) Any surveillance technologies used to p { or monitor arcas outside of publicly
accessible logations. including areas within fencedgi@as (such as areas where train cars are

parked d ue hours or where the Distfi¢Pmaintains high voltage equipment) or
areas ¢ by signage (such as stairwells leading to the trackway) shall be
exempt his policy

Section 10.

The provisions 1 erable. If any part of provision of this Policy, or the

shall not be affected by [ding and shall continue to have force and effect.

Section 11, Effective Date
This Policy shall take effect on [DATE].
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